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I/IHCprKIII/Iﬂ 0o opranmsanuu HaPOHbHOﬁ 3alIHUTbI

1 OO6mmue nosnoxxkeHust

Hacrosmas MHCTpPYKIMsSI yCTaHAaBIMBAaeT OCHOBHBIE IIpPaBHJIa BBEACHUS MApOJILHOM 3allUThI
MH(OPMALIMOHHONW CHUCTEMBl MEPCOHANBbHBIX JAaHHBIX B [ OCYJapCTBEHHOM OIOIKETHOM JIOIIKOJIBHOM
oOpa3zoBarenbHOM yupexacHun aeTckoMm caxy Ned7 Kuposckoro paiiona Cankr- IlerepOypra (mamee —
VYupexnenue). MHCTpyKIMs periiaMeHTHUPYEeT OpraHU3allMOHHO-TEXHUYECKOe oOecleueHne TeHepalui,
CMEHBI M TIPEKPAICHHS ICHCTBUS Maposield B MHHOPMAIIMOHHON CHCTEME NePCOHAIBHBIX JAaHHBIX, a TAKKe
KOHTpPOJIb 3a JIEHCTBUSIMHU IOJIb30BaTeNeil cUcTeMbl Mpu paboTe ¢ maposnsmu. HacTosimias MHCTpyKUHS
OTIEPUPYET CIEAYIOIUMU OCHOBHBIMU TOHSATHSIMH:

— WpenTtudukanus - npucBoeHue cyObekTamM U oOBEKTaM JOCTyna uieHTHUUKaTopa U (WIIH)
CpaBHEHHUE MPEIbSIBISEMOT0 UACHTHU(PUKATOPA C TIEPEYHEM TPUCBOCHHBIX UACHTU(PUKATOPOB.

— UCIIIn — uadopMaIimoHHas cucTemMa nepcoHaIbHBIX TaHHBIX.

— KomnpomeTtamus - ¢akT JOCTyNa MOCTOPOHHETO JIMIA K 3alIUINAeMON MHPOPMAIINH, a TaKKe
IIOJI03PEHKE HA HETO.

— O0BeKT gocTYNA - eMHNIA HHPOPMALMOHHOTO Pecypca aBTOMAaTU3UPOBAHHOMN CUCTEMBI, JOCTYI
K KOTOPOH perjJaMeHTUPYeTCs IPaBUIIaMU pa3rpaHUIeHUs TOCTYTIA.

— IlapoJb — yHUKaJIbHBIN IPU3HAK CYObEKTa JOCTYIA, KOTOPBIH SIBIISIETCS €ro (CyOBhEKTa) CEKPETOM.

—IIpaBuia noctyma - COBOKYITHOCTh TPABWJI, PErJaMEHTHUPYIOMIMX IpaBa JOCTyNa CyOBEKTOB
J0CTyIa K 00beKTaM J10CTyTIA.

—Cy0beKT aocTyna - JMIO WIM MPOLECC, ACUCTBUS KOTOPOrO PErjaMEeHTHPYIOTCS MpaBUIaMHU
pasrpaHUYeHws TOCTyIA.

—HecaHKIIMOHUPOBAHHBINH J0CTYN - JOCTYl K UWHPOpMAIUMHM, HaAPYIIAIOMIMA TpaBHiIa
pasrpaHUUYCHHS JIOCTYTA C MCIIOJIb30BaHUEM IITATHBIX CPEICTB, MPEIOCTABIISIEMBIX CPEICTBAMHU
BBIYMCIUTENbHON TeXHUKU nin AC.

2 IlpaBuia reHepaumu napoJeii

2.1 TepcoHanbpHBIE TAPOIU JOKHBI TEHEPUPOBATHCS CIICIIUATEHBIMU MTPOTPAMMHBIMH CPEICTBAMH

aJIMMHHUCTPATUBHOMN CITYKOBI.

2.2 ]JInuHa mapods 10JKHA ObITh HE MEHee 8 CIMBOJIOB.

2.3 B cocraBe mapodsi JOMKHBI IPUCYTCTBOBATh OYKBBI B BEPXHEM U HUKHEM pErucTpax, HuQpsl u

crelHaibHble CHMBOJIBI.

2.4 TTapoJsib HE TOJDKEH BKJIIOYATh B CEOS:

— JIETKO BBIYMCIISIEMbIE COUETAaHUSI CUMBOJIOB;

— KJIaBHATypHBIE MOCJIEI0BATEIbHOCTH CHMBOJIOB U 3HAKOB;



— OOLIETIPUHSTHIE COKPAIICHUS;

— ab0peBHaTyphl;

— HOMepa TesepoHOB, aBTOMOOUIIEH;

— Mpouue coyeTanus OyKB U 3HAKOB, aCCOLUUPYEMBIE C MOJIb30BATEIIEM;

— IIpY CMEHE IMapOJIsi HOBOE COYETAHNE CHMBOJIOB JIOJKHO OTIMYATHCS OT MPEbIAYLIEr0 HE MEHEe
YeM Ha 2 CUMBOJIA.

2.5 JlomyckaeTcsl HCIIOJIb30BAaHUE €MHOTO Mapois A AOCTyHa CyObeKTa AOCTyHa K Pa3InYHbIM
nHpopMannoHHbIM pecypcam ogHoi UCIT/IH o6bekTa oOpazoBaHus.

3 Tlopsinok cMeHbI mapoJieit

3.1 IlonHas maHoBasi CMEHA MapoJiei MoJIb30BaTeNe MOHKHA MPOBOIUTHCS PETYISIPHO, HE Pexe
OJIHO pa3a B MECHII.

3.2 Tlonnasi BHerUIaHOBasi CMEHa MapoJield BCeX IOJIb30BaTeNeil JOKHA MPOU3BOJIUTHECS Cilydae
MpEKpaICHUs] TOJTHOMOYUN aJAMUHUCTPATOPOB CPEACTB 3AIIUThl WIH JPYTUX COTPYAHUKOB,
KOTOPBIM TIO POJIy CJIyKObI ObUIM MPEAOCTaBICHBI MMOJHOMOYUS MO YNPABJICHUIO MapOJIbHON
3aIIHUTOM.

3.3 IlonHast BHeMJIaHOBash CMEHA MapoOJieH JOJDKHA TPOM3BOJUTHCA B CIydae KOMIPOMETAIHH
JUYHOTO MapoJs ogHoro u3 agMuauctparopo MCIIx.

3.4 B ciiyyae KOMIIPOMETAIMH JIMYHOTO TTAPOJIS ITOJTH30BATEIIS HAJUICKUT HEMEJICHHO OTPaHUIUTh
J0CTyn K MH(OpMalMK C JTaHHOW yYeTHOM 3amucH, 10 MOMEHTa BCTYIUICHHUS B CHIIy HOBOM
Y4ETHOH 3aIMCH M0JIb30BATENS WIIK ApOJIsL.

4  (O0s13aHHOCTH MOJIb30BaTeJIeli MPU padoTe ¢ NAPOJILHOI 3aIUTOI

4.1 Ilpu paboTe ¢ MapoabHOM 3alUTON MOJIb30BATENSIM 3alPelIacTCs:

pasriamarb KOMy-Tu00 MepCOHAIBHBINA MAPOJIb U MPOUNe UACHTU(DULIIUPYIOITUE CBEACHUS;
MPEAOCTaBIATh JOCTYI OT CBOEH yd4eTHoW 3amucu K uHpopmanuu, xpassmeiics B WCITIx
MMOCTOPOHHUM JIMLIAM;

3aIlMCBIBATh MMApOJIKM Ha 6yMare, (baﬁne, QJICKTPOHHBIX U MPOYUX HOCUTCIIAX I/IH(I)OpMaL[I/II/I, B TOM
YHUCJIC U HAa TIpEAMCETAax.

4.2 XpaHeHHE TIOJH30BATEJIEM CBOETO Mapojs Ha OyMaKHOM HOCHTENE JIOMYCKAeTCs TOJBKO B
JTUYHOM, OTIeYaTaHHOM BIIaJieNiblieM maposs cerde.

4.3 Tlpu BBOJIE apOJIs MOJIB30BATEh 0053aH UCKIIOYUTH BO3MOXKHOCTB €T0 IepexBaTa
CTOPOHHHMH JIMIIAMU U TEXHUICCKUMH CPEICTBAMH.

5 Cayyau KoMnpoMeTaluu napoJiei

5.1 [Tox xoMmpoMeTanuei cieayeT MOHUMATh:

¢busnueckas yreps HocuTens ¢ nHpopManuei;

nepenavya UACHTU(PUKAIMOHHON HH(POPMAIUH 110 OTKPHITHIM KaHaIaM CBS3H;

MIPOHUKHOBEHHE TTOCTOPOHHETO JIUI[a B MOMeEIIeHnEe (PU3NYECKOT0 XPaHEHHsI HOCUTENS apoJIbHON
nHpopMallMd WIM aJropuT™Ma WIM T[OJ03pEeHHEe Ha Hero (cpabaTblBaHHWE CUTHAJIU3alUU,
noBpexaeHue ycrpoiicts kouTposist HCJI (cnenkoB nevareil), HOBpeXKACHNUE 3aMKOB U T. I1.);
BU3YaJIbHBI OCMOTP HOCHUTENS UACHTU(DUKAIIMOHHOW HH(OPMAaLIUK TOCTOPOHHUM JIUIOM;

TepexBaT MmapoJis IPH pacrpeAesiCHnH HICHTU(PUKATOPOB;

CO3HATCJIbHAA 1epcaava I/IH(I)OpMaI_II/II/I MMOCTOPOHHEMY JIMILY.

5.2 JleficTBUS TpY KOMITPOMETAITUH TIAPOJIS:

CKOMIIPOMETUPOBAHHBIN [TAPOJIb Cpa3y e BBIBOAUTCS U3 JCHCTBUSA, B3aMEH €ro BBOAATCS 3allaCHON
WJIY HOBBIX 11apOJIb;



0 KOMIIPOMETAallud HEMEIJICHHO OIOBEUIAIOTCS BCE YYaCTHUKHM oOMeHa uHpopmarmei. Ilaponsb

BHOCHUTCA B CIICHUAJIBHBIC CITUCKH, COACPKAIUC CKOMITPOMETUPOBAHHBLIC ITAPOJIN U YUCTHBIC 3aIIMCH.
6 OTBeTCTBEHHOCTD M0JIb30BaTe el Mpu padoTe ¢ NaPoJIbLHON 3aLUTON
6.1 IloBceqHEBHBII KOHTPOJIb 32 JEHCTBUSAMHU COTPYAHUKOB YUpEXICHUs NPU paboTe ¢ MapoJisiMHy,

6.2

6.3

6.4

CO6JIIOI[€HI/IGM nopsaaka #MX CMCHBI, XpaHCHUA W HCIOJb30BAHUA, BO3JIaracrcda Ha
OTBETCTBEHHOTO 33 CUCTEMY 3alUThI HH(OpMaLMK B UHPOPMAIIMOHHOM CHCTEME MePCOHATbHBIX
JAHHBIX.

BJIaI[CJIBI_IBI HapOHeﬁ JOJDKHBI GBITB O3HAKOMJICHBI IO POCIIUCH C NCPCUYHUCICHHBIMU BBIIIC
TpeOOBaHUSIMU U TPEAYNPEKICHb 00 OTBETCTBEHHOCTH 3a HCIOJIb30BaHUE NapoJsield, He
COOTBETCTBYIOIIMX JIaHHBIM TPeOOBaHUSM, a TAKXKE 3a pasrialleHue NapoibHON HHPOPMAIIHH.
OTBETCTBEHHOCTh 3a OPraHU3AIMI0 MapOJbHOW 3alllMThl BO3JIaraeTcs Ha OTBETCTBEHHOIO 3a
CUCTCMY 3alllUThI I/IH(i)OpMaI_[I/II/I B I/IH(l)OpMaLII/IOHHOf/'I CUCTCMC IICPCOHAJIBHBIX JaHHBIX.
OTBETCTBEHHOCTh B Cily4ya€ HECBOEBPEMEHHOT'O YBEAOMJICHUM OTBETCTBEHHOI'O 3a CHUCTEMY
3amuThl HHPOpPMAIMKU B HH(POPMALIMOHHOW CHCTEME MEePCOHANTBHBIX JAHHBIX O CIydasx yTepH,
Kpa)kH, B3JIOMa WUJIM KOMIIPOMETAIMHU [TapOJIEN BO3JIAraeTcs Ha BiIaJAeIbla B3JIOMAaHHON YYETHOM
3aIHCH.
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